USA PATRIOT Act - Information Sources for Librarians

Passed in October 2001, the USA PATRIOT* Act has implications for libraries and patron privacy. It allows a secret court to issue warrants for all types of business records, including library circulation records and computer search logs. 

This legislation has generated a lot of concern in the library community. All of us need to know basic facts about this law and what impact it may have on our delivery of services.

American Library Association and the Association of Research Libraries

Both the American Library Association and the Association of Research Libraries have extensive information on their web sites about the USA PATRIOT Act and homeland security issues of concern to librarians. These are excellent sources of both background and practical information.

ALA’s site features a section within the Office of Intellectual Freedom titled, “FBI in Your Library” at http://www.ala.org/alaorg/oif/fbiinyourlibrary.html. ALA’s policies, information about the USA PATRIOT Act, and links to news articles about the FBI in libraries can be found here. 

For more information about the practical implications of the USA PATRIOT Act, see the ALA’s “Guidelines for Librarians on the USA PATRIOT Act – What to do, before, during and after a ‘knock at the door?’” (http://www.ala.org/washoff/patstep.pdf ) It reiterates the need to consult with your local legal advisers, review and update your written policies and procedures, and train your staff so they know how to respond appropriately to law enforcement inquiries.

ALA also has a page on “Libraries and the Patriot Legislation” (http://www.ala.org/washoff/patriot.html ) that includes resources and links. 

ARL’s “Anti-Terrorism Legislation, Homeland Security, and Related Issues” page (http://www.arl.org/info/frn/other/atl.html ) contains links to information on the Homeland Security Act, access to government information, the new FBI Guidelines, the USA PATRIOT Act and responses to proposed anti-terrorism efforts.

Other Sources

Mary Minow, former librarian and now a consulting attorney, has written “The USA PATRIOT Act and Patron Privacy on Library Internet Terminals” (http://www.llrx.com/features/usapatriotact.htm ) which contains a lot of useful information in a Q&A format about topics including record keeping and the need to train staff. She also has developed a grid that shows the type of court orders, type of information, legal standard and legal authority regarding library records under recent legislation. See “Library Records Post-Patriot Act (Federal Law)” at http://www.llrx.com/features/libraryrecords.htm. 

Geraldine Collins of the University of North Florida has published a paper in the Fall issue of the Newsletter, Florida Chapter of Association of College and Research Libraries, titled, “The USA Patriot Act and Florida Libraries: Are we ready to greet the Law at the Public Services Desk?” (http://www.unf.edu/library/facrl/article10902.html ). This is a good summary of points addressed in other sources: plan ahead, review and update policies as needed, train staff, and designate a point person to respond to inquiries.

Leigh Stewart Estabrook, Professor at the Graduate School of Library and Information Science at the University of Illinois at Urbana-Champaign, conducted a survey of more than one thousand public libraries in December 2001 to determine their responses following the terrorist attacks of September 11, such as restricting patron access, reporting patron activity to the FBI, etc. Results of the survey are at http://www.lis.uiuc.edu/gslis/research/national.pdf. A report on results from Illinois and an analysis of those results is published in the Winter 2002 issue of Illinois Libraries (http://www.cyberdriveillinois.com/publications/pdf_publications/illibrary_v84_n1.pdf ).

First Monday published “Libraries, the Internet and September 11” in its December 2001 issue (http://www.firstmonday.org/issues/issue6_12/matthews/index.html ). Written by Judy Matthews, librarian, and Richard Wiggins, senior information technologist, both at Michigan State University, the article looks at some specific responses by libraries and raises a number of thought-provoking questions.

The Electronic Frontier Foundation, an association dedicated to preserving digital rights, examines how the USA PATRIOT Act relates to online activities at http://www.eff.org/Privacy/Surveillance/Terrorism_militias/20011031_eff_usa_patriot_analysis.html. Librarians and systems personnel will find their analysis of how law enforcement powers are expanded under the act of interest.

A report on the December 10 teleconference by Adam Clymer was published in the New York Times on December 11, 2002.

You can find the full text of the USA PATRIOT Act at http://www.ins.usdoj.gov/graphics/lawsregs/patriot.pdf .

*“USA PATRIOT” stands for “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism.” 
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